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 Owing to a tightly isolated software container “virtual machine” with an operating 

system and an application inside virtualization act as a middleware. Each virtual 

machine is completely separate and independent, many of them can run simultaneously 
on a single computer. A thin layer of software called hypervisor decouples the virtual 

machine from the host and dynamically allocates computing resources to each virtual 

machine as needed. As each virtual machine encapsulates an entire machine, many 
applications and operating systems can be run on one host at the same time.  The 

separate monitoring tool could be used to monitor the process of each virtual machine’s 

previously, here we introduce an algorithm called “Hyper Monitor algorithm 
technique”. This Hyper Monitor algorithm technique includes four different hypervisor 

environment tool separately installed in the physical machine. The performance and the 

working process of the physical machine can be separately stored in the log file which 
is specified in the algorithm. These log files can be addressed by the server each time 

when ever the Virtual Machine need to monitor the system.    
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INTRODUCTION 

 

 Virtualization refers to the creation of virtual resources such as server desktop, operating system, file, 

storage and network. Virtualization is a technology with the group of virtual machines run in a different 

environment. The hypervisor runs in different operating systems with individual server machines. It helps to 

work in shared resources in a faster manner at a time. The various technologies are Xen, VMware, Virtual box, 

KVM, VServer. This is a multiple operating system with same virtual machine which helps in performing a 

process faster by sharing the same kernel space for a single virtual machine in different platforms. The virtual 

machines are monitored by the hypervisor. But if any failure occurs on the hypervisor, it makes a loss of data. 

Here, we proposed the work that to monitor various hypervisor by using Hyper Monitor Algorithm. 

 A hypervisor is a hardware virtualization technique that allows multiple guest operating systems to run on a 

single host system at the same time. The guest operating system shares the hardware of the host computer, such 

that each operating system appears to have its own processor, memory and other hardware resources. The 

hypervisors are Xen, VMware, Virtual box, KVM. In a Xen environment, the driver domain hosts the physical 

device drivers. Xen is a hardware assisted virtualization. It is used to monitor the virtual machine. This enables 

the simultaneous creation, execution and management of multiple virtual machines in a single physical 

computer. It is directly installed on computer hardware without any need for a host operating system. A Hyper 

Monitor technique creates secured Monitoring between physical machine and different hypervisor through 

which services can be relayed. The Virtual box is also a type of hypervisor which is used to monitor the virtual 

machines (VM). This is mainly installed in a host operating system as an application. This is a kind of software 

assisted virtualization. This allows additional guest operating system, to load and to run and also executes its 

own virtual environment. It is used to monitor the virtual machines.  

 In this paper virtual box is monitored by using Hyper Monitor algorithm. This consists of a device driver 

and a system application that optimize guest operating system for better performance and usability. The 

VMware is virtualization software. It is a software assisted virtualization. This is also categorized in two levels. 
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There are desktop applications and server applications.  The KVM is a kernel-based virtual machine. This 

virtual machine combines an infrastructure of Linux kernel using x86 hardware virtualization extensions.  

 

2. Related Works: 

 Virtualization technologies have increased considerably in the past few years, virtualization is not precise to 

the current advent of Cloud computing. IBM originally pioneered the concept of virtualization in the 1960’s 

with the M44/44X systems (R. Creasy, 1981). It has been recently reintroduced for universal use on x86 

platforms. Today there are a number of public Clouds that offer IaaS through the use of virtualization 

technologies. While there are currently a number of virtualization technologies available today, the 

virtualization technique of choice for most open platforms over the past 5 years has naturally been the Xen 

hypervisor (Barham, B. Dragovic, K. Fraser, S. Hand, T. L. Harris, A. Ho, R. Neugebauer, I. Pratt, and A. 

Warfield, Oct. 2003). However more recently VMware ESX (P. Padala, X. Zhu, Z. Wang, S. Singhal, and K. 

Shin, 2007 ), Oracle Virtual Box (J. Watson, 2008) and the Kernel based Virtual Machine (KVM) (A. Kivity, Y. 

Kamay, D. Laor, U. Lublin, and A. Liguori, 2007) are becoming more common place. 

 As these seen to be the most popular and feature- rich of all virtualization technologies, we seen to ballpark 

figure all four to the fullest scope possible. There are however, numerous other virtualization technologies also 

available, including Microsoft’s Hyper-V (K. Jackson, L. Ramakrishnan, K. Muriki, S. Canon, S. Cholia, J. 

Shalf, H. Wasserman, and N. Wright, 2010), Parallels Virtuozzo (I. Parallels, 2010), QEMU (D. Bartholomew, 

2006), OpenVZ (J.N. Matthews, W. Hu, M. Hapuarachchi, T. Deshane, D. Dimatos, G. Hamilton, M. McCabe, 

and J. Owens, 2007), and many others. However, these virtualization technologies have yet to see extensive 

deployment within the HPC community, at least in their current form, so they have been placed outside the 

scope of this work. In recent history, there have been actually a number of comparisons related to virtualization 

technologies and Clouds.  

 The first presentation analysis of different hypervisors started with, obviously, the hypervisor vendors 

themselves. VMware is happy to put out its presentation in (K.Adams and O.Agesen, 2006), as well as the 

unique Xen article (Y. Koh, R. Knauerhase, P. Brett, M. Bowman, Z. Wen, and C. Pu, 2007). This compares 

Xen, XenoLinux, and VMware across a number of SPEC and normalized benchmarks, resulting in a conflict 

between both the works. From here, a number of more unbiased reports originated, concentrating on server 

consolidation and web application presentation (S. Rixner, 2008; S. Nanda and T. Chiueh, 2005) when fulfill yet 

sometimes mismatched results. 

  

  A feature based survey on virtualization technologies (Ranadive, M. Kesavan, A. Gavrilovska, and K. 

Schwan., 2008) also illustrates the wide range of hypervisors that currently available. Furthermore, there has 

been some search into the presentation within HPC, specifically with Infini Band presentation of Xen. (Jackson, 

L. Ramakrishnan, K. Muriki, S. Canon, S. Cholia, J. Shalf,H. Wasserman, and N. Wright, 2010) and rather 

recently with a detailed look at the feasibility of the Amazon Elastic Compute cloud for HPC applications          

(Bourguiba, Kamel Haddadou, Guy Pujolle, 2012), however both works focus only on a single deployment 

rather than a true comparison of technologies. As these underlying hypervisor and virtualization 

implementations have evolved rapidly in recent years along with virtualization support directly on standard x86 

hardware. It is necessary to care and accurately evaluate the performance implications of each system. Hence, 

we conducted an investigation of more than a few virtualization technologies, namely Xen, KVM, Virtual Box, 

and in part VMware. Each hypervisor is compared which one another with base-metal as a control and (with the 

exception of VMware) run through a number of High Performance benchmarking tools. 

 

3. Hyper Monitor Algorithm Implemented in Virtualization Environment: 

 Previously Monitoring in the virtual environment can be done by the use of an external tool in the hyper 

environment. As we are using the virtual monitor tools like Xen, VM ware, virtual box and kvm. These 

middleware virtual Machines (VMM) are external tools to examine the system performance and the system 

process metrics. These external usages monitor the hypervisor performance. Now we are introducing an 

algorithm “Hyper Monitor algorithm technique”. Each individual hypervisor tool can be separately installed in 

the specific physical machine, on behalf of a hypervisor environment. Actually the base environment is common 

for all the virtual machines which contain separate common virtual hardware and the physical hardware devices. 

We are using Xen as Hardware assisted virtualization and VMware, Virtual box and KMV are the software 

assisted virtualization. 

 The Hyper Monitor algorithm will monitor each virtual machine separately. Each and every process of the 

virtual machine like CPU performance, processes, CPU utilizations, APP history, services, startup process and 

detail can be monitored by the Hyper Monitor algorithm and generate a report to the server. This report includes 

performance report of startup process like publishers, status of startup impact and APP history like CPU 

utilization, network, Metered networks and tile updates. The general CPU performance report includes memory, 

disk, Wi-Fi and Ethernet performance. And also the report has the detail about the name of the APP, PID 



333                                                                 S. Anthoniraj et al, 2015 

Advances in Natural and Applied Sciences, 9(6) Special 2015, Pages: 331-337 

 

number for the RUN or NOT status and the application part includes background process and current process. 

The hyper Monitor algorithm will monitor the above mentioned process in the physical machine and generate a 

report, those generated reports by the virtual machine tool can be forwarded and stored as a log file in physical 

environment. Each time when the server address to the system, the log file gives the information about the 

overall system monitoring and performance report as we mentioned above. These can be given out with the use 

of Hyper Monitor algorithm. The monitoring tool also gives the status about the system activation information 

and outsources information. If any malware is found in the system that can also be monitored by this algorithm 

and the report is also generated for this action. By these facilities of introducing a hypervisor tool in the physical 

machine itself provides frequent monitoring of different hypervisors in the same environment easily. 

 

 
 

Fig. 1: Hypervisor Monitor Tool in Virtualization Environment. 

 

 By making use of  initialization of algorithm monitoring can be carried over to make use of variables for 

hyper monitor, virtual machine, physical machine with different environment and the hypervisor tools such as 

VMware, Virtual box, Kernel based virtual machine and also external server database. Begin with the 

declaration of VM[i] belongs to all the hypervisor tools. Initially all the tool’s can be predominantly activated. 

The time for the log can be set as 30sec to configure and generate the report about the system performance as we 

have mentioned. The four hypervisors will monitor and generates the report as separate log file can be initialized 

by using the keyword (Pm). When examined, the separate tool gets activated and the specific log files get stored 

in the server as a database in the system. This gives the system status report. With the help of a server we can 

monitor the physical machine individually and get the report by the database. 

 

Hyper Monitor Algorithm: 

HM=Hyper Monitor; Vm[i] =Virtual Machine;  

P1=Physical Machine1;  

P2=Physical Machine2;  

P3=Physical Machine3;  

P4=Physical Machine4; 

Pm=Physical Machine; 

VM= VMware; VBOX= Virtual box;  
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KVM=Kernel-Based Virtual Machine; 

S=Server; DB=Database; 

Begin 

 P1(Vm[i]  Xen 

 P2(Vm[i]  VM 

P3(Vm[i]  VBOX 

P4(Vm[i]  KVM 

Pm 1 (Xen) as Active 

Pm 2 (Vm[i]) as Active 

Pm (VBOX) as Active 

Pm 4 (KVM) as Active 

Set log is 30 sec 

For (i=0; i<=log; i++)  

HM () called 

End 

 

Begin 

HM () 

HM (XEN==Active && Xen m Pm Xen) 

Pm (xen) is Active 

If(Log file is Registered) 

St->LogFile; 

DB-> LogFile; 

Else  

Log file not registered 

End 

 

Begin 

HM () 

HM (VM==Active && VM m Pm VM) 

Pm (VM) is Active 

If(Log file is Registered) 

St->LogFile; 

DB-> LogFile; 

Else  

Log file not registered 

End 

 

Begin 

HM () 

HM (VBOX==Active && VBOX m Pm VBOX) 

Pm (VBOX) is Active 

If(Log file is Registered) 

St->LogFile; 

DB-> LogFile; 

Else  

Log file not registered 

End 

 

Begin 

HM () 

HM (KVM==Active && KVM m  Pm KVM) 

Pm (KVM) is Active 

If (Log file is registered) 

St->LogFile; 

DB-> LogFile; 

Else  

Log file not registered 

End 
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Fig. 2: Hypervisor with Server Configuration Reports. 

 

 
 

Fig. 3: Consolidated Comparisons of hypervisor like Xen, Virtual Machine, Virtual Box, and KVM. 

 

4. Performance Evolution: 

 As we mentioned before, about the performance of a virtual machine like CPU performance, processes, 

CPU utilizations, APP history, services, startup process and detail monitored by the Hyper Monitor algorithm 

provides the status about the physical machine in the hypervisor environment that can be shown in the Fig.1. 
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These also provide the information about the internal working of hypervisor, such as domain information, shut 

down status, USB plug status call information and USB waiting time and system device utilization status report. 

Those reports generated by the algorithm can be stored as a log file in the physical machine server separately as 

unique data base for each and every hypervisor tool. It will check the individual machine and analysis the 

overall CPU performance and CPU utilization report. 

 Wherever the server is requested to provide the monitoring information about the virtual machine, the 

stored report can be identified by the algorithm and gives the exact performance details of the individual virtual 

machine concurrently. Those above mentioned evaluations of hypervisor with virtual machine status were 

described with the report in the Fig.2.this figure contains the hypervisor with server configuration status report 

according to its virtual machine performance status. With the help of this, we can easily monitor the exact 

debugging exception details related to the virtual machine in the hypervisor environment. 

 

 
 

Fig. 4: Overall Fault Recovery Report. 

 

 The Fig.3 acquires the information debugging status with lock release and waiting time of the device 

utilizations. The monitoring of a system includes system privileges about system image download or in/out 

information’s, USB connections and the basic information about the system are correlated in the Fig.4. Every 

configuration and processes can also be provided in the figure itself. 

 

Conclusion: 

 Now a days we are monitoring the Hypervisor from one host machine to another host machine with 

connectivity to a server. New technique Hyper Monitor algorithm facilitate this security problem and time 

management in additional to this algorithm it also used to maintain one advantage that is Monitoring the 

services specifically to the corresponding server machine with the use of Domain address. So it can   easily 

monitor the services perfectly to the server with different operating system. In conclusion, this Hyper 

Monitoring service can be utilized without the presence of an external device in Virtual Hypervisor platform. In 

future this impending technique can be implemented in cloud environment.      
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